
Lawsuits Increase Against Companies that Collect “Voiceprints” (Amazon,
American Airlines, Google, McDonald’s)

Description

Collecting individuals’ personal data (see 1, 2, 3, 4, 5, 6, 7, 8, 9, 10, 11), images (see 1, 2, 3, 4), and
“voiceprints” to analyze and sometimes sell and/or share with 3rd parties is often referred to as 
“Surveillance Capitalism”. Children are not excluded from this practice and opposition to this is
increasing in the U.S. and worldwide (see 1, 2, 3, 4, 5, 6, 7).

From Bloomberg:

‘Voiceprints’ Roil Companies as Biometrics Litigation Skyrockets

New wave of lawsuits targets voice-powered technologies
Illinois companies grapple with how to obtain written consent

McDonald’s wanted to create a more individualized experience in its drive-thrus. So it set up artificial-
intelligence-based voice assistant Apprente to take orders, extract the duration and pitch of an
individual’s speech, and use the data to identify repeat customers.

Shannon Carpenter sued the fast food chain, claiming that McDonald’s captured and stored her
“voiceprint” without her consent, a practice that has been illegal in Illinois since the Biometric
Information Privacy Act was enacted in 2008.

The lawsuits aren’t likely to cause McDonald’s and other companies to scrap voiceprints and other
biometrics—rather, there are extensive discussions on how to implement biometrics programs and
comply with the law, lawyers said.

“The benefits of using these technologies outweigh the risks, but the risks have to be understood,” said
Ronald Hedges, an attorney with Dentons US in New York. “Any entity that uses these technologies
has to be prepared to explain what they did and why they did it.”
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https://www.activistpost.com/2022/05/report-amazon-and-3rd-parties-collect-voice-data-from-smart-speakers-and-share-it-with-as-many-as-41-advertising-partners.html
https://www.activistpost.com/2022/05/insurance-companies-offer-free-or-discounted-fitness-trackers-despite-inaccuracies-injuries-lawsuits-recalls-associated-with-them.html
https://www.activistpost.com/2022/05/itron-and-microsoft-pledge-to-speed-up-development-of-controversial-ami-smart-meter-infrastructure-data-management.html
https://www.activistpost.com/2022/05/experts-weigh-in-on-privacy-and-potentially-legal-risks-for-women-who-use-period-tracking-apps.html
https://www.activistpost.com/2022/05/third-party-data-collection-marketing-and-analytics-on-popular-websites-some-logged-data-keystroke-by-keystroke.html
https://www.activistpost.com/2022/05/5g-mmwave-smart-repeater-compatible-with-360-million-streetlights-will-deliver-data-driven-insights.html
https://www.activistpost.com/2022/05/research-increase-in-fitness-tracker-sales-decrease-in-physical-activity-in-all-age-groups.html
https://www.activistpost.com/2022/04/ai-used-to-tap-massive-amounts-of-smart-meter-data.html
https://www.activistpost.com/2022/04/new-custom-fit-earbuds-a-sort-of-apple-watch-for-the-brain-designed-to-collect-neural-data-30000-made-so-far.html
https://www.activistpost.com/2022/04/60-of-largest-u-s-companies-use-some-sort-of-employee-tracking-surveillance.html
https://www.activistpost.com/2022/03/computer-scientists-warn-smart-devices-spy-on-us-iot-violates-privacy-most-consumer-internet-connected-devices-arent-secure.html
https://www.activistpost.com/2022/05/new-google-street-view-camera-will-make-collections-easier-for-partners-220-billion-images-captured-so-far.html
https://www.activistpost.com/2022/05/25-human-rights-group-oppose-zooms-planned-a-i-tech-that-can-scan-users-faces-and-speed-to-determine-their-emotions.html
https://www.activistpost.com/2022/05/facial-recognition-company-agrees-to-permanently-ban-most-private-companies-from-access-to-its-database.html
https://www.activistpost.com/2022/02/facial-recognition-co-will-have-100b-photos-supposedly-enough-to-ensure-that-almost-every-human-will-be-in-its-database.html
https://www.activistpost.com/2020/05/what-collects-data-via-surveillance-capitalism-google-nest-cell-phones-newer-cars-smart-meters.html
https://www.activistpost.com/2022/04/another-state-considering-a-consumer-data-protections-bill.html
https://www.activistpost.com/2022/04/adults-and-children-continuously-targeted-for-data-extraction-surveillance-and-censorship.html
https://www.activistpost.com/2022/03/brave-browser-update-will-include-feature-that-prevents-bounce-tracking.html
https://www.activistpost.com/2022/03/class-action-lawsuit-filed-against-hbo-for-allegedly-sharing-subscriber-data-with-facebook.html
https://www.activistpost.com/2022/03/40-states-are-addressing-k-12-data-privacy-laws-is-yours-one-of-them.html
https://www.activistpost.com/2022/03/regulators-havent-done-much-to-limit-advertising-browser-tracking-akin-to-a-cookie-that-cannot-be-deleted.html
https://www.activistpost.com/2022/02/another-state-files-lawsuit-against-facebooks-use-of-facial-recognition-without-obtaining-informed-user-consent.html
https://news.bloomberglaw.com/business-and-practice/voiceprints-roil-companies-as-biometrics-litigation-skyrockets
https://news.bloomberglaw.com/privacy-and-data-security/mcdonalds-biometric-privacy-lawsuit-removed-to-federal-court


How companies navigate the Illinois law is likely to shape how they will comply with future biometrics
laws in other states. While Illinois is the only state that allows a private right of action over a biometrics
law, a number of states are weighing bills similar to BIPA.

Written Consent Required 

Under BIPA, companies are required to obtain an individual’s written consent before collecting their
biometric information—like face scans, fingerprints, or voiceprints. Companies also must make a data
retention and destruction schedule available to the public.

BIPA only applies in voice-recognition lawsuits if companies generate a voiceprint, which isn’t defined
under the statute, but courts have clarified it to mean the sound patterns in a person’s voice that AI can
analyze to confirm their identity and predict future speech.

But many companies aren’t aware of the legal risks of gathering biometrics—as evidenced by the
increase in biometrics litigation in recent years.

McDonald’s didn’t respond to a request for comment on this story.

In addition to the McDonald’s lawsuit, Amazon was sued for collecting and retaining voiceprints 
through its Alexa devices, and unknowingly collecting information—sometimes sensitive information
like passwords and Social Security numbers—when a user wasn’t intentionally trying to speak to it. A 
similar lawsuit was filed against Google over its Google assistants.

American Airlines got a lawsuit dismissed over its customer service hotline, which analyzed and stored
callers’ voiceprints in order to better understand and predict callers, track interactions, and shorten hold
times. Meanwhile, PetSmart was sued for collecting the voiceprints of its employees through their
headsets, which are used to track employees and give them instructions.

In all cases, the plaintiffs said that the companies didn’t obtain consent before collecting biometric data,
nor did they publish a data retention and destruction policy.

Possible Solutions 

Companies are brainstorming ways to bring their technology into compliance with the law, said David
Oberly, an attorney at Squire Patton Boggs in Cincinnati.

For example, call centers and customer service lines are throwing around the idea of texting or
emailing someone while on a call to ask for consent to collect their biometric information. But it’s still
not clear whether replying “1” to indicate consent complies with the law, Oberly said.

Companies that have voice recognition devices might choose not to enable the voice recognition
feature for Illinois residents until the user gives their online consent to have their biometrics collected,
Oberly said. Amazon Photos created this opt-in feature for Illinois residents for its image recognition
technology.
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https://news.bloomberglaw.com/privacy-and-data-security/amazon-biometric-privacy-suit-partially-sent-back-to-state-court
https://news.bloomberglaw.com/privacy-and-data-security/google-sued-over-assistant-apps-allegedly-secret-recordings
https://news.bloomberglaw.com/privacy-and-data-security/american-airlines-skirts-biometric-claims-over-customer-hotline


For other companies like McDonald’s, it seems infeasible and impractical to obtain written consent, but
they could still come up with a way to do it, Oberly said.

Future Litigation Trends 

In the past year, voice recognition technology use has skyrocketed.

A March report from Global Market Insights Inc. estimates that the global market valuation for voice
recognition technology will reach approximately $10 billion by 2028.

Some employers are considering voice-powered timekeeping systems over fingerprints, thanks to the
Covid-19 pandemic and the spread of germs, while other companies are using the technology for
health-care apps, banking apps, and hands-free car use.

And though the vast majority of BIPA cases involve the collection of fingerprints and face scans,
litigation over voiceprints has spiked since last year.

“These are banner years,” said Debbie Reynolds, who runs a technology consulting firm in Chicago. “A
lot of companies want to implement these new technologies, but it might be high risk for them to do
that. A lot of companies are accustomed to collecting data and not having to delete it or let people
know they are collecting.”

Attorneys interviewed for this story noted that because many Illinois companies still don’t know the
risks associated with using people’s biometric information, they also don’t realize they can be held
liable for the practice even if a third-party vendor supplies the technology and fails to obtain consent.

Companies can also be sued for unintentionally collecting voiceprints from individuals who haven’t
given consent, like individuals in a room who don’t own the voice recognition device, they said.

“Google doesn’t say, hold on, you guys, before you start talking, which one of you owns me?” said
Adrienne Arlan, an attorney at Segal McCambridge Singer & Mahoney. “This is kind of an omnipresent
reality if you’re going to live in the modern world with modern technology.”

What’s more, the Illinois law’s five-year statute of limitations means companies can be sued for
collecting biometrics for years after they begin complying.

“Voiceprint litigation is venomous instead of infectious,” said Arlan. “It goes in so many different
directions, every case is so different, and it’s still growing.”

Attorneys aren’t sure which way the litigation is heading, since the trend is relatively new and many
cases have yet to be resolved. But they are certain that voiceprint technology isn’t going away.

“There are pros and cons of every technology,” Hedges said. “But at the end of the day, businesses
are going to make a case for biometric information.”

To contact the reporter on this story: Samantha Hawkins at [email protected]
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https://www.gminsights.com/industry-analysis/voice-recognition-market?utm_source=prnewswire.com&utm_medium=referral&utm_campaign=paid_prnewswire
https://news.bloomberglaw.com/privacy-and-data-security/as-biometric-lawsuits-pile-up-companies-eye-adoption-with-care
https://www.activistpost.com/cdn-cgi/l/email-protection


To contact the editors responsible for this story: Cheryl Saenz at [email protected]; Rob Tricchinelli at 
[email protected]

Activist Post reports regularly about privacy invasive and unsafe technology.  For more information, 
visit our archives.
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